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ABSTRACT
Despite decades of research on the topic, recognizing speakers and languages from
unconstrained speech data remains a challenging problem. A number of factors
adversely affect the recognition accuracy of these applications. First, each recording
device and a potential coding algorithm induce artifacts, called channel differences,
that have to be compensated for. For example, channel difference happens when
a person is enrolled in the system with a regular cellular phone recording but is
tested with a close-talking microphone. Second, the voice of a human being is not
constant over time: it changes with age or sickness. Third, short utterance duration
and varied lengths across enrollment and test utterances cause problems.
This work contains three case studies that developed and advanced methods for
speaker veriﬁcation and language identiﬁcation, with a special emphasis on channel
robustness and the ability to withstand attempts of unauthorized access to systems
protected by speaker veriﬁcation, called spooﬁng. The probabilistic linear discriminant analysis (PLDA) model was extensively used for all three cases. This model
is a back-end factor analysis model with wide usage both in speaker and language
recognition and it is a good starting point for this research because (1) it allows one
to explicitly model different kinds of variabilities present in a speech signal, (2) it
is perfectly suited for a state-of-the-art feature representation in the ﬁeld of speaker
and language recognition ,called i-vector, and (3) it has fast training and scoring
algorithms. The classic PLDA model, as it is used in modern speaker and language recognition systems, is difﬁcult to use directly for joint speaker veriﬁcation
and anti-spooﬁng, though, because it does not allow to model spooﬁng variability. This motivated the author to develop a new factor analysis model for the task
of secure and robust speaker veriﬁcation, two-stage PLDA. It is a modiﬁed version
of the PLDA model, equipped with an additional subspace for modeling artiﬁcial
speech and a special training routine that allows for this subspace to learn only
complementary information to the one already preserved in the model. Moreover,
two-stage PLDA allows the seamless integration of speaker veriﬁcation and antispooﬁng components that does not require any fusion. The proposed method for
robust language identiﬁcation is also a derivative of PLDA, but in this case, its novelty is in the discriminative ﬁne-tuning of PLDA language models, as well as in the
new objective function.
The National Institute of Standards and Technology (NIST) corpora was used
to evaluate both models. The NIST Language Recognition Evaluation (LRE) 2015
corpus was used to evaluate the latter. The improvement in terms of the average detection cost, the standard objective metric used in NIST LRE campaigns, was about
10% relative to the best generative baseline and 6% relative to the best discriminative baseline. Secure speaker veriﬁcation models were evaluated on a modiﬁed
NIST Speaker Recognition Evaluation (SRE) 2006 corpus that has been appended
via artiﬁcial speech trials, namely two voice conversion methods: the popular jointv

density Gaussian mixture model (JD-GMM) based method, and a simpliﬁed unit
selection (US) method. The proposed joint approach of modeling additional artiﬁcial speech subspace outperforms other considered methods by a large margin and
shows promising generalization abilities to unseen attack types.
Universal Decimal Classiﬁcation: 004.934, 159.946.3, 534.78
Library of Congress Subject Headings: Speech; Language and languages; Identiﬁcation;
Biometric identiﬁcation; Authentication; Factor analysis; Vector spaces; Mathematical optimization; Corpora (Linguistics)
Yleinen suomalainen asiasanasto: puhe; puheääni; kieli; tunnistaminen; puhujantunnistus; biotunnistus; veriﬁointi; todentaminen; faktorianalyysi; vektorit (matematiikka); optimointi; korpukset
Keywords: speaker veriﬁcation, anti-spooﬁng, language identiﬁcation, factor analysis, probabilistic linear discriminant analysis
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INTRODUCTION
Speech-based services, including speech recognition and speech synthesis, have become ubiquitous in our daily lives. Not only do they provide an increasingly convenient way of interacting with a smartphone but also a new trend in smart home
virtual assistants, such as Amazon Echo/Alexa and Google Home1 , enables users to
interact naturally with the digital environment in their homes and on the internet.
The widespread presence of speech technology makes people rely on it increasingly.
This, in turn, requires certain auxiliary services to increase security and user convenience. One of them is the ability to reliably identify who interacts with a device, a
problem known as speaker recognition [10]. Besides consumer applications, speaker
recognition also ﬁnds use in telephone banking systems, border control, and police
surveillance. Another design requirement is the ability to use speech-based services
in environments with high degrees of background noise or varied channel conditions, called robustness. In publication I, the author studied a model designed to
cope with variable channel conditions.
Another related application is the ability to recognize a language of spoken utterance. A seemingly straightforward solution for such a task would be to use a speech
recognition engine that supports multiple languages to detect the language that is
most likely to have generated a given utterance. A drawback of such a solution is
that the creation of such an engine requires vast amounts of labeled data, which can
be prohibitively expensive or difﬁcult to collect or transcribe. A more viable solution is to recognize a language without recognizing its speech contents. This can
be achieved by extracting and directly modeling certain language cues present in
spoken utterances [11]. In publication III, the author proposed new robust methods
to model such acoustic language cues. More precisely, he investigated two research
questions in this publication. First, would it be beneﬁcial to substitute a default
objective function for discriminative training with the one that is directly related to
the performance metric? Second, what would be the effects if discriminative training were conducted in a low-dimensional language-oriented subspace instead of the
original space?
Although the goal of speaker recognition as a biometric system, called automatic
speaker veriﬁcation (ASV), is to prevent unauthorized access to a system it protects,
speaker veriﬁcation systems have been found to be highly prone to various spoofing attacks intended to mimic a given target speaker’s voice. Text-dependent speaker
veriﬁcation systems—systems that constrict a test phrase to be in a predeﬁned set
of enrollment phrases—can mainly be spoofed by using speech synthesis [12], voice
conversion [13], and impersonation attacks [14], whereas replay attacks have limited
applicability because an intruder has to record exactly the same phrases as were
used during the enrollment [15] (for details about different types of spooﬁng attacks, refer to Section 4.1). Text-independent speaker veriﬁcation systems—systems
that do not put any lexical constraints neither on the enrollment (training) nor test
phrases—are prone to all of the above-mentioned attacks [16–19] plus replay attacks [20]. Many of these attacks have become increasingly achievable for people
1 https://madeby.google.com/home/

1

without technical expertise. For example, a replay attack requires a person to record
and play back a target speaker recording to a veriﬁcation system, whereas stateof-the-art speech synthesis software is supposedly able to create a target speaker’s
voice from as little as one minute of that person’s speech 2 .
To address this issue, speaker recognition researchers, jointly with speech synthesis and voice conversion researchers, launched a series of challenges intended to
help with detecting different types of spooﬁng attacks: the Automatic Speaker Veriﬁcation Spooﬁng and Countermeasures (ASVspoof) challenge with its ﬁrst edition3 in
2015 and its second edition4 in 2017, and the BTAS (Biometrics: Theory, Applications,
and Systems) 2016 Speaker Anti-spooﬁng Competition5 .
This dissertation work, in the ﬁelds of machine learning and engineering, advances the state-of-the-art in speaker and language recognition in a number of ways.
Speciﬁcally, the author developed new computational methods for anti-spooﬁng and
language identiﬁcation in II and III respectively. In II, the author proposed the
largely unexplored approach of a common feature space for joint speaker veriﬁcation and anti-spooﬁng, with all of the modeling performed via a single specially
trained classiﬁer. The hypothesis behind this model was that if an anti-spooﬁng
component is built upon a speaker veriﬁcation component, it will learn only the
necessary residual directions of variability that can reliably tell apart spooﬁng and
natural speech. The author also contributed to the design of the ﬁrst edition of the
ASVspoof challenge [8], which the research community has now widely adopted.
To promote reproducible research and potentially beneﬁt the research community,
the author has made selected codes and data publicly available. Speciﬁcally, publication I comes with Python and Matlab source codes6 , and publication II comes the
with source code7 and corpus of feature vectors (speciﬁcally, i-vectors [21]) used in
the publication8 .
The rest of this article-based dissertation is organized as follows. Chapter 2
introduces the different classes and types of features that were used in I–III. In
Chapter 3, the author ﬁrst explains the requirements that speaker and language
recognition tasks set up for classiﬁers, and then describes both the generative and
the discriminative classiﬁers used in the rest of the dissertation research. Chapter
4 focuses on the problem of speaker anti-spooﬁng: ﬁrst, it deﬁnes spooﬁng attacks
and their classiﬁcation, then it introduces the ﬁrst challenge in speaker anti-spooﬁng
and elaborates on the development of stand-alone countermeasures for the challenge
and for the period after it. The Chapter concludes with the most important aspect
of any countermeasure: its integration into a biometric system and their joint work.
Chapter 5 presents the different evaluation metrics that were used in I–III. The
ﬁnal Chapter concludes the dissertation and outlines possible future work direction.
Publications I, II and III are attached as appendices.

2 https://lyrebird.ai/
3 http://www.asvspoof.org/index2015.html
4 http://www.asvspoof.org/
5 http://www.biometrics-center.ch/testing/btas-2016-speaker-anti-spoofing
6 https://sites.google.com/site/fastplda/
7 https://pypi.python.org/pypi/xspear.fast_plda
8 http://www.idiap.ch/resource/biometric/data/TIFS2015.zip
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2

FEATURE EXTRACTION
By feature extraction, we understand the process that (1) compresses a raw speech
signal and (2) emphasizes certain traits in a speech signal that lead to the better
performance of machine learning algorithms. We consider two different classes
of features, frame-level and utterance-level features. Both of them were used in the
case studies of this dissertation work. Speciﬁcally, mel-frequency cepstral coefﬁcient
(MFCC) features were used in publications I and II, shifted delta cepstral coefﬁcient
(SDCC) features are used in publication III, and i-vectors were used in all three
publications.

2.1

FRAME-LEVEL FEATURES

The majority of the frame-level features use the short-time discrete Fourier transform
(STDFT) under the assumption of the local stationarity of a speech signal, resulting
in frame-level analysis with a typical frame duration of 15 to 30 ms. This procedure
is usually referred to as short-term spectral analysis. In essence, the classiﬁer backends will treat the short-term features as statistically independent observations (this
will be discussed in Chapter 3).

2.1.1

Mel-frequency cepstral coeﬃcients

The most commonly used short-term feature set for speech-related tasks are MFCCs
[22]. The idea behind MFCC processing is to mimic the way in which humans
perceive sounds. Because the human articulatory system has co-evolved together
with the human auditory system, many useful characteristics of speech and speaker
can be computed by mimicking how humans process speech. Originally, MFCC
features were developed for speech recognition [22]. Later, they were gradually
established as baseline features for speaker and language recognition problems as
well [23].
The extraction of MFCC starts with splitting the input speech waveform into
(overlapping) frames with a typical length, N, ranging from 120 to 240 samples per
frame, which corresponds from 15 to 30 ms, given a sampling rate of 8kHz. These
samples typically go through a pre-emphasis ﬁlter to balance the high spectral rolloff effect typical of voiced speech. The frame is then multiplied point-wise with a
window function to suppress the discontinuity at the frame boundaries.
Then, the frame samples { x [n]}nN=−01 are processed by discrete Fourier transform
(DFT) to obtain N-dimensional complex vector { X [k]}kN=−01 , also known as the spectrum:
N −1

X [k] =

∑

x [n]e−2πikn/N .

(2.1)

n =0

To better mimic human auditory perception, power spectrum | X [k ]|2 is then weighted
by using a mel scale to place more emphasis on the lower-frequency components
of the spectrum, and it is subsequently fed to the logarithmic function. As the
3

ﬁnal step, the discrete cosine transform (DCT) is applied on top of this weighted logspectrum with the optional removal of higher coefﬁcients for compression purposes.
The resulting MFCC vector, c, can be summarized as follows:
c = D log(H| X |2 ) ,

(2.2)

where D is a DCT matrix, and H is an MFCC ﬁlter bank matrix with the ﬁrst dimension equal to the number of ﬁlters.
Recent research in the ﬁeld of voice conversion and speech synthesis anti-spooﬁng
[24] suggested that synthetic speech artifacts might be more concentrated and more
easily detectable in the regions less important for human auditory perception, specifically, in the higher-frequency range. The so-called inverted MFCC (IMFCC) [25]
scale—which has a reversed ﬁlter bank structure compared with the MFCC—might
be a better choice for such a task. Its only difference from the MFCC scale is in the
reversed ﬁlter bank structure.

2.1.2

Constant Q Cepstral Coefﬁcients

Constant Q transform [26, 27] (CQT) is an alternative to Fourier transform (FT). The
main difference between two transforms is that during the conversion from time
domain to frequency domain a ratio between a center of a ﬁlter frequency and its
bandwidth is kept constant for CQT, while FT has a constant bandwidth. This means
that CQT has a higher frequency resolution for lower frequencies and vice versa.
This is so-called equal temperament scale of the western music [28]. Interestingly, such
approach turned out to work surprisingly well for anti-spooﬁng [29, 30] producing
state-of-the-art results for detection of all machine-generated attacks.

2.1.3

Linear predictive coding features

Linear predictive (LP) coding features [31] are derived from LP coding model that
predicts the next time-domain sample x [n] based on a linear combination of the past
time-domian samples x [n − 1], x [n − 2], . . . , x [n − K ] as follows:
K

x̂ [n] = − ∑ ai x [n − i ].

(2.3)

i =1

Coefﬁcients { ai }iK=1 are denouted as LP coding features. In II, these features are
used to reconstruct a signal, resulting in a signal replica that has passed through
synthesis-channel and, thus, can be used to train an anti-spooﬁng detector.

2.1.4

Delta and double-delta features

The process described above for the computation of MFCCs processes each one of
the short-term frames independently without using any data outside of it. However,
human speech production is a time-varying system that never remains static. Certain characteristics of the acoustic speech signal, such as transitions in diphthongs,
stretch across longer periods of time than the typical frame duration. One of the
commonly used and simple ways of accounting for this is to use numerical differentiation and approximate derivatives of the frame-level features, known as delta
4

coefﬁcients. The simplest way in which to compute the delta coefﬁcients at time
frame t, dt , is to compute the symmetric difference of the following form:
dt =

ct + Θ − ct − Θ
,
2Θ

(2.4)

where Θ is a half-window size, and ct is the feature vector of the static MFCC
coefﬁcients (or other features) at frame t. A more robust way of computation is to
use a regression of the following form [32]:
dt =

∑Θ
θ =1 θ (ct + θ − ct − θ )
.
2
2 ∑Θ
θ =1 θ

(2.5)

If numerical differentiation is applied again on top of the delta coefﬁcients this
produces double-delta coefﬁcients, denoted by d2t . The most commonly used feature conﬁguration is a stack of base features with deltas and double-deltas: oT
t =

T
ct , dt , d2t , with dimensionality being triple the number of static MFCCs.

2.1.5

Shifted delta cepstral coeﬃcients

A more ﬂexible way of incorporating additional temporal information that often
leads to an increased accuracy especially in language recognition tasks [33, 34] are
SDCCs. If MFCCs have a widespread across almost all speech-related tasks, SDCCs are used mostly for language recognition. SDCC features are built on top
of MFCC features or, in principle, any other similar short-term spectral features
and are parametrized via four integer control parameters: the number of cepstral
coefﬁcients—K, time advance and delay for the delta computation—Θ, number of
blocks to concatenate—k, and the time shift between consecutive blocks—P. The
SDCC vector at time frame t, st , is given as follows:
⎡
⎤
c( t + Θ ) − c( t − Θ )
⎢
⎥
c( t + P + Θ ) − c( t + P − Θ )
⎢
⎥
(2.6)
st = ⎢
⎥.
..
⎣
⎦
.
c( t + ( k − 1) P + Θ ) − c( t + ( k − 1) P − Θ )

2.2

UTTERANCE-LEVEL FEATURES

Because speech utterances in a typical corpus vary in length, an extraction of framelevel features from each utterance in a corpus results in feature arrays of different
length. This is a problem for many back-end modeling techniques because they
require ﬁxed-length inputs. One solution—that over the years gradually changed
and evolved to provide state-of-the-art pefromance—is to train a Gaussian mixture
model (GMM) on all feature vectors in a corpus (GMM trained for such purpose is
called a universal background model (UBM) [10]), and concatenate all mean vectors of
the resultant model into a single high-dimensional UBM supervector [35]. A robust
way to produce such supervector for each new utterance is simply to adapt the
UBM supervector to the new data. A typical supervector might have from a few
thousand to tens of thousands dimensions. Although this is not a problem for some
discriminative classiﬁers like SVM [35], generative classiﬁers do not have sufﬁcient
amount of training data for such high-dimensional inputs.
5

A clever build-up on top of the supervector framework to extract a low-dimensional
ﬁxed-length representation, so-called i-vector, was suggested in 2011 [21]. An ivector representation has become one of the most successful and versatile tools for
a broad range of speech-related tasks, including speaker recognition [21], language
recognition [36], speaker anti-spooﬁng [37], and acoustic modelling [38]. Its versatility is explained by the fact that an i-vector is a compact representation of many
sources of variability at once, and back-end modeling techniques are selected for a
particular task at hand. Here, we brieﬂy summarize the i-vector extraction process.
Sections 3.1.3 and 4.4 describe our modeling approaches for different tasks.
Formally, i-vector is a maximum a posteriori (MAP) estimate of a latent variable
in a multi-Gaussian factor analysis model based on a special Gaussian mixture model
(GMM), known as the UBM. I-vector ϕ is inferred as follows:
⎡
⎤
J

Hj

ϕ = arg max ⎣ ∏ ∏ N oh μ j + T j x, Σ j ⎦ N (x|0, I) ,
x

(2.7)

j =1 h =1

J

where {μ j , Σ j } j=1 are the mean vectors and covariance matrices of the UBM with
Hj

J

J components, {T j } j=1 are blocks of the total variability matrix T, and {oh }h=1 is
a set of acoustic feature vectors for a given utterance aligned to the j-th mixture
component. Because this alignment is not given to us, we estimate it by using BaumWelch statistics, where the responsibilities of h-th feature vector being generated by
j-th UBM component, γhj are usually computed either via the GMM [21] or deep
neural network (DNN) [39, 40]). Utterance-dependent zero-th and ﬁrst order BaumWelch statistics, N and F, are then used to compute an i-vector as follows:
ϕ = L−1 TT Σ−1 F ,

(2.8)

where L−1 = (I + TT Σ−1 NT)−1 is the posterior covariance of the latent variable x.
Given the set of acoustic observations, the zero-order and ﬁrst-order statistics are
computed as
H

∑ γhj ,

(2.9)

∑ γhj (oh − μ j ) ,

(2.10)

Nj =

h =1

and

H

Fj =

h =1

respectively. Note that we have used the centralized ﬁrst order statistics [21] in
(2.10). Diagonal matrix N is produced by stacking Nj I along a diagonal, whereas to
produce F we concatenate all F j matrices for a given utterance.
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3

ROBUST SPEAKER AND LANGUAGE
RECOGNITION TECHNIQUES
The topics covered in this dissertation require us to make decisions about a given
utterance, whether it belongs to a particular class: the same or different speaker in
the case of speaker veriﬁcation, one of the few languages for language identiﬁcation,
and genuine or spoof speech for anti-spooﬁng detection. To make such decisions, we
constructed a statistical model for each class in question and work with the likelihood function of those models given a speech sample. As a rule of thumb, generative models are better suited for open-set problems, whereas discriminative models
are preferred for closed-set problems, as the latter optimize the model parameters
using the data from both target and competing classes. Speaker veriﬁcation is an
example of an open-set problem, designed to recognize new speakers who were not
present for the system during its development stages. Language identiﬁcation, in
turn, involves both open-set and closed-set tasks. The former occur when unknown
languages can be present in the data. In this work, we consider only the closedset task and demonstrate that discriminative methods outperform generative ones.
Counter-intuitively, anti-spooﬁng, having only two possible decision classes and being a closed-set task, does not follow the general trend: different spooﬁng methods
could be so diverse from one another that generative methods are competitive with
the discriminative ones [41, 42].

3.1

GENERATIVE MODELING

Generative modeling refers to a class of methods that ﬁrst estimate class-conditional
probabilities p(x|Ck ), and then combine them with prior p(Ck ) to obtain required
probabilities p(Ck |x) as
(3.1)
p(Ck |x) ∝ p(x|Ck ) p(Ck ) ,
where ∝ means “proportional to.” This gives us additional ﬂexibility to use the
same class-conditional models, that were trained once, for various use-cases that
differ by prior probabilities of the classes. For example, this allows to compensating
for a data imbalance in language recognition, as was the case in III, where the
amount of data for certain languages differed by almost three orders of magnitude.
Regarding speaker veriﬁcation, the modiﬁcation of prior probabilities for target and
impostor classes enables the tuning of the system for various security levels suitable
for particular applications.

3.1.1

Gaussian mixture model

The gaussian mixture model [43] (GMM) is one of the most essential tools for many
speech-related tasks, including speaker and language recognition. The ﬂexibility
of the model for estimating any smooth probability distribution, given a sufﬁcient
number of Gaussian components, together with the ease of use have reserved it a
place among state-of-the-art systems for decades. In fact, it is so versatile that it is
7

currently successfully used both as a classiﬁer and as a front-end for the extraction
of high-level features, such as i-vectors (see Section 2.2). The generative assumption
behind this model is that each data point is generated via one of the Gaussian
components with the probability of its corresponding weight.
J
J
Set of mixture weights {w j } j=1 , a set of mean vectors {μ j } j=1 , and a set of coJ

variance matrices {Σ j } j=1 describe multivariate GMM with J components. Unlike
the case of a single Gaussian distribution that has a unique closed-form maximum
likelihood solution provided via a sample mean and a sample covariance matrix, the
same does not hold for a GMM and we resort to the expectation-maximization (EM)
algorithm [44] to maximize a log-likelihood function of data O = {on }nN=1 given all
model parameters denoted as Θ:
log p(O|Θ) =

N

J

n =1

j =1

∑ log ∑ w j N

on μ j , Σ j

.

(3.2)

The EM algorithm is an iterative process that consists of two alternating stages: at
the expectation stage for each data sample, we estimate the posterior probabilities
of belonging to each mixture component, called responsibilities, while keeping the
model parameters ﬁxed, and at the maximization stage, we maximize the model
parameters while keeping the responsibilities ﬁxed.
In practice, short-term spectral features are usually used as an input to GMM (see
Section 2.1) and the number of Gaussian components, J, is selected based on the size
of a speech corpus used for training the model. Another characteristic of the model
that is dependent on the amount of training data is a type of covariance matrix:
isotropic, diagonal, or full. For each covariance matrix, the number of parameters is
set to one in an isotropic case, grows linearly with the dimensionality of the input
space for a diagonal case, and grows quadratically for a full covariance matrix case.
A more ﬂexible approach of controlling the complexity of the model, as well as the
data generation process, is called factor analysis.

3.1.2

Classic factor analysis model

Factor analysis deﬁnes linear-Gaussian models [45] with full covariance matrices but
with a restricted number of free parameters in them that follow more complicated
data-generation assumptions. The classic factor analysis formulation
x = μ + Wz + ε ,
z ∼ N (z|0, I) ,

(3.3)
(3.4)

ε ∼ N ε 0, σ2 I ,

(3.5)

describes observable variable x as a combination of mean vector μ, noise latent
variable ε, and low-dimensional latent variable z multiplied by factor-loading matrix
W.

3.1.3

Probabilistic linear discriminant analysis

A more advanced variant of factor analysis that better suits speech-related tasks
and is extensively used in this dissertation together with its modiﬁcations is the socalled probabilistic linear discriminant analysis (PLDA) model that was ﬁrst introduced
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in [46]. It assumes that the j-th i-vector of speaker i, φij , is generated as
φij = μ + Vyi + Uxij + εij ,

(3.6)

yi ∼ N (yi |0, I) ,

xij ∼ N xij 0, I ,

εij ∼ N εij 0, Σ ,

(3.7)
(3.8)
(3.9)

where μ is mean vector, columns of matrices V ∈ R D× P and U ∈ R D× M span the
between- and within-speaker subspaces, yi and xij are their corresponding latent
variables, and εij is a latent residual noise variable distributed with diagonal covariance matrix Σ.
After PLDA was proposed for speaker recognition in 2010 [47] and for language
recognition in 2011 [48], it remains a state-of-the-art method for back-end modeling.
PLDA success can be attributed to both its easy and ﬂexible formulation as well as
to its excellent synergy with a compact yet powerful utterance representation in a
form of an i-vector [21], which is also based on factor analysis.

3.2

DISCRIMINATIVE MODELING

Discriminative modeling refers to a class of statistical methods that either (1) estimate
a discriminant function that directly assigns each data sample to a particular class
or (2) estimate the posterior probability of a class given data sample x: p(Ck |x). In
this dissertation, observation x is a speech utterance that is represented either by a
sequence of frame-level acoustic feature vectors (Section 2.1), or in the form of an
utterance-level i-vector (Section 2.2). Discriminative methods differ how they model
the data: this representation can be in the form of a set of support vectors [35], one
or several Gaussian distributions [49] or a neural network. Another important design consideration is a cost function, used to optimize a model. A typical choice for a
Gaussian model would be a cost function based on the maximum mutual information
(MMI) training criterion [49], whereas a typical choice for a neural network predicting a data class would be a cross-entropy function between the model distribution
and the empirical distribution deﬁned by the training set.

3.2.1

Support vector machine

The support vector machine (SVM) [50] was originally proposed as a binary classiﬁer
that uses the so-called maximum margin hyperplane between two classes of points
to separate them. In this dissertation, we consider only a linear SVM applied to
an utterance-level i-vectors for the task of anti-spooﬁng detection. We choose linear SVM, that is, an SVM with a linear kernel, instead of SVM models with nonlinear kernels because these non-linear kernels can be viewed as tools for implicitly
increasing data dimensionality [45]. In our case, however, i-vectors already have
sufﬁciently large dimensionality (200 to 1000) to provide comparable levels of performance and robustness with remarkable speed-up beneﬁts compared with their
non-linear counterparts (for more details about i-vectors please refer to Section 2.2).
Let us for each i-vector xn deﬁne its class label as either tn = +1 if it belongs to
natural speech or tn = −1 if it belongs to artiﬁcial speech. The goal of the linear
SVM approach is to achieve a solution of the following form:
y(x) = wT x + b ,

(3.10)
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where y(x) is the desired maximum margin hyperplane, w is a vector of weights
and b is a bias. The resulting objective function to be minimized is as follows:

QSVM =

1
w − ∑ an {tn (wT xn + b) − 1} ,
2
n

(3.11)

where an are Lagrange multipliers. For the derivations, see [45].

3.2.2

Gaussian models

Each class is modeled by a multivariate Gaussian distribution 1 :


1
1
1
T −1
exp − (x − μk ) Σk (x − μk ) , (3.12)
p(x|Ck ) = N (x|μk , Σk ) =
2
(2π ) D/2 |Σk |1/2
where k-th class, Ck , is represented by D-dimensional mean vector μk and D × D
covariance matrix Σk . To speed up the model, to reduce memory requirements, and
in the cases of insufﬁcient training data, covariance matrices are often restricted to
being diagonal (i.e., to have zeros everywhere except for the main diagonal) or even
isotropic, which is a subset of diagonal matrices that have equal values along the
main diagonal.
If we choose the MMI training criterion then our goal would be to maximize the
posterior probability of the correct class given the training data across all classes, as
follows:
p(xn |Ck )
QMMI = ∑ ∑ log p(Ck |xn ) = ∑ ∑ log
.
(3.13)
p (xn )
k x ∈C
k x ∈C
n

k

n

k

This is a general-purpose criterion that favors models with a high likelihood of the
correct class and low likelihoods of the incorrect classes. Quite often, real-life problems have their own performance measures that are not completely aligned with
the optimization of a general-purpose objective functions [51]. Such cases beneﬁt
the development of task-speciﬁc objective functions. In II, we derived such an objective function and its optimization method for the National Institute of Standards
and Technology (NIST) LRE 2015 [52].

1 We do not consider a univariate case because one-dimensional frame- or utterance-level features are
almost never used to represent a speech utterance, and the authors have never seen Gaussian models
applied directly on top of waveforms
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4

SPOOFING AND COUNTERMEASURES FOR
SPEAKER VERIFICATION
A spooﬁng attack against a biometric system is a deliberate attempt to purposefully
fool the system in some way to gain unauthorized access to the protected environment. The SO/IEC 30107-1:20161 standard calls it a presentation attack. Methods
against such attacks are known as anti-spooﬁng solutions or spooﬁng countermeasures.

4.1

TYPES OF VOICE SPOOFING ATTACKS

One of the most challenging issues for building robust spooﬁng detectors is in the
rich and changing nature of these attacks. Various attack types and subtypes may
differ from one another more than from natural speech (see Fig. 4.1), thus making
it challenging to develop a perfect anti-spooﬁng system that can detect unseen attack types. The currently known spooﬁng attacks could be categorized into four
major types [53]: impersonation [54, 55], voice conversion [56], speech synthesis [16] and
replay [57] attacks. Except for the ﬁrst type where a person tries to imitate the other
person, voice conversion, speech synthesis and replay are all machine-generated
attacks.

4.1.1

Human-generated attacks

Impersonation is the only type of spooﬁng attack that does not require the usage
of machines and is done solely through a person, an impersonator, who attempts to
mimic the speech characteristics of another person, a target speaker. The need for impersonators to ﬁrst study the target speaker’s voice and then to produce spoofed utterances at real-time speed at a maximum makes the data generation process highly
resource demanding compared with the machine-generated speech. For this reason,
impersonation is the least studied type of attack, with only a handful of impersonators and target speakers considered in each study [17, 54, 55]. The general belief,
however, is that impersonators focus more on imitating prosody and other highlevel traits of speech but do not necessarily alter short-term speech characteristics
as much. As a result, impersonated speech might sound convincing to a human
ear but less effective for spooﬁng automatic speaker veriﬁcation (ASV) systems that
rely on short-term spectral features. A promising and largely unexplored direction
for circumventing the dependency on professional impersonators might be to use
crowd-sourcing to ﬁnd speakers among the general population who sound similar
to a speciﬁc target speaker [59]. At the present time, however, very little is known
about the effectiveness of such an approach. For the above-mentioned reasons, impersonation attacks are not studied further in this dissertation. Instead, the focus
will be on technically induced attacks that are consistently shown to be effective in
degrading the accuracy of unprotected ASV systems to unacceptable levels [60–62].
1 https://www.iso.org/standard/53227.html
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4.1.2

Machine-generated attacks

The majority of the research in the ﬁeld of speaker anti-spooﬁng focuses on machinegenerated attacks, for two main reasons. First, unlike human-generated attacks,
whose effectiveness depends largely on the impersonator, such attacks consistently
cause increased error rates for stand-alone ASV systems lacking any protection [60–
62]. Second, relative speed and the ease of spooﬁng data generation allows one
to produce many spoofed training and test utterances, thus enabling the study of
a wide variety of modeling techniques and at the same time leading to increased
statistical conﬁdence in the estimated error rates [63].
Voice conversion (VC) algorithms modify the speech utterance of a given source
speaker (who we will call an attacker in the context of anti-spooﬁng) to make him
or her sound similar to a target speaker. Historically, VC originated from parallel
approaches [64, 65] that required pairs of utterances with the same lexical content
from an attacker and a target speaker to train a conversion method. Non-parallel
approaches either require parallel data only for reference speakers [66] to train the
model or do not require any parallel data whatsoever [67,68]. VC attacks are among
the most studied in the ﬁeld of ASV at the moment [8]. Some of the most effective
solutions for detecting such attacks are based on feature engineering [69] and the
fusion of different features [70]. In particular, it is known that most vocoders, an

Figure 4.1: Visualization of ASVspoof15 [3] data, where both development and
evaluation parts of the corpus have been jointly mapped to 2D using t-SNE algorithm [58]. Each point represents an i-vector.
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essential component of VC that is responsible for generating speech waveforms,
discard phase information; hence phase-aware features [71, 72] have displayed high
spooﬁng attack detection rates.
Speech synthesis systems, also known as text-to-speech (TTS) systems, ﬁrst use
training data to build a speech model, which is then used for transforming any text
in a given language into speech. Many different approaches to TTS exist, but at
the moment, the two most prominent techniques are based on either a parametric statistical TTS via hidden Markov models (HMMs) [73] or recurrent neural networks
(RNNs) [74], and unit selection (US) [75]. Another new and promising approach
that is based on deep learning and generates an audio waveform sample by sample,
WaveNet2 , shows top scores in subjective sound quality tests [76]. At the moment,
it is still too computationally demanding to gain widespread usage, but as deep
learning oriented hardware improves exponentially quickly and WaveNet’s generation process becomes sufﬁciently optimized, it has the potential to become one of
the toughest spooﬁng methods to deal with.
TTS spooﬁng attacks were found to be highly effective against unprotected ASV
systems (i.e., without any anti-spooﬁng components) [61], with their effectiveness
as a spooﬁng technique increasing with the amount of training data used for TTS
training [77], as might be expected. As well as for the VC, parametric TTS methods
use a vocoder to generate the ﬁnal speech waveform. This is arguably their weakest
aspect at the moment in the context of anti-spooﬁng, as the detection of the most
popular vocoders can be considered a solved problem [8], at least in the context of
a clean speech (experiments with noisy speech are much less successful, especially
for low signal-to-noise ratios [7, 78]). On the other hand, US TTS methods output a
piece-wise collection of natural speech units (that have been selected based on how
well they represent a target utterance and how well consecutive units ﬁt with one
another [75]), thus avoiding vocoder limitations, and pose a serious threat to many
anti-spooﬁng systems [8]. Recently, some countermeasures have shown promising
results against US TTS [29, 79, 80], but all experiments have been conducted with
a particular implementation of a US algorithm on a single corpus, so it remains
unknown how the proposed countermeasures will generalize to other high-quality
US TTS methods.
A replay attack takes place when an attacker records a target speaker or intercepts
the target speaker’s recorded utterance by replaying it to the ASV system to be
identiﬁed as a target speaker. Among all machine-generated attacks, replay requires
the least amount of technical expertise yet provides high levels of false acceptance
errors for ASV systems both with [30, 81] and without countermeasures [82]. The
main reason that replay attacks are so challenging is that such attacks are, in fact,
natural speech that has passed through additional recording and playing stages. In
theory, this should create additional channel effects that can be detected unless highend equipment, used to collect and playback an attack, reduces them sufﬁciently.

4.2

ASVSPOOF 2015

Although the potential devastating effects of a spooﬁng attack on a speaker veriﬁcation system have been known for a long time, this threat has not been at the center
of attention of either research or engineering communities. Occasional unsystematic studies on this topic were conducted on small, private corpora, thus causing
2 https://deepmind.com/blog/wavenet-generative-model-raw-audio/
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the research ﬁndings to lack consistency, and making the countermeasure results
incomparable. The ﬁrst serious attempt to both highlight the importance of antispooﬁng and to present a relatively large, publicly available development corpus
was done3 in 2015 as a ﬁrst edition of the automatic speaker veriﬁcation spooﬁng and
countermeasures (ASVspoof) challenge [8]. It focused on VC and TTS attack detection. The challenge involved 10 attacks in total — two parametric TTS methods, one
US TTS method, and seven VC methods — split between development and evaluation sets. The author was involved in the preparation of the challenge and focused
on designing proper protocols for training and evaluation.
One of the main conclusions of the challenge was that a front-end is more important than a back-end is: successful submissions were represented by a variety
of different classiﬁers: GMM [41, 72], SVM [42], and different architectures of neural networks [70, 83]. This might be explained by two facts: (1) the natural speech
utterances for this challenge were collected in an anechoic chamber4 , and hence,
the challenge data lacked noise and did not require any specialized modeling techniques, and (2) only one spooﬁng attack, a unit selection attack generated using
MaryTTS5 , largely inﬂuenced the evaluation performance in this challenge, and the
successful systems were the ones able to extract informative cues at the front-end
level; the choice of a classiﬁer for subsequent modeling of these cues is not crucial.

4.3

STAND-ALONE ANTI-SPOOFING

As discussed above, two main components of building a successful anti-spooﬁng
detector are (1) feature engineering [24], and (2) classiﬁer engineering [II], [84].
As for the former, multiple attempts have been made to design highly specialized
features for a particular corpus/attack type that have failed to generalize to new
cases [70,85,86]. Only a handful of features have shown consistent performance over
a broad range of data. Two features among them that became a de facto standard are
MFCC [22, 23] and CQCC [26, 27, 29] Regarding classiﬁer engineering, the research
community has not been nearly as inventive as for the feature engineering. This is
perhaps because the most common research background is in signal processing, or
the dataset sizes are smaller than in conventional ASV research, hence prohibiting
the use of certain machine learning approaches.
The ﬁeld of pattern recognition has a long and deep-rooted tradition of thinking that classiﬁcation systems should include separately treated feature extraction
(front-end) and classiﬁer (back-end) components. Inspired by the overwhelming
success of deep learning in multiple areas of machine learning, the emphasis is, however, gradually shifting toward end-to-end systems [87] that simultaneously learn
both a feature representation and a suitable classiﬁer for the given task. At the current moment, a certain confusion exists regarding the term ”end-to-end system“. In
the speaker anti-spooﬁng ﬁeld, a waveform represents the original input and a score
vector that is later compared against a threshold to produce a ﬁnal decision represents the original output. Hence, a truly end-to-end anti-spooﬁng system should
start with a waveform and produce a score vector of spooﬁng classes. One successful implementation of such a system [88] consists of a particular combination
of convolutional, long short-term memory and deep neural network layers—called
3 http://www.asvspoof.org/index2015.html
4 https://wiki.inf.ed.ac.uk/CSTR/SASCorpus
5 http://mary.dfki.de/
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CLDNN model—which was originally proposed for speech recognition [89]. This
model was applied for BTAS 2016 [90] challenge data. It was found to outperform
the result of the challenge winner by 30%. The majority of studies in this ﬁeld on
end-to-end systems do not, however, use waveforms as an input but rather start
with some intermediate data representation, usually a few processing steps prior to
well-known frame-level features. The most common starting point is the spectrogram [91, 92].

4.4

INTEGRATION OF ANTI-SPOOFING INTO AN ASV SYSTEM

Spooﬁng detection has little practical meaning by itself and becomes important only
as a component of the joint biometric authentication system. By far the most popular
solution for combining an anti-spooﬁng module and a speaker veriﬁcation module is
score-level fusion [93]. Here, a score acts as an interface between actual anti-spooﬁng
and veriﬁcation classiﬁers on one side, and fusion and decision-making systems on
the other side. This provides the utmost ﬂexibility to design both classiﬁers independently from one another and a decision-making system: this allows to use different
front- and back-end suited for particular applications, to seamlessly combine the
results that come from different people or even different organizations.
Score-level fusion can be divided into cascaded fusion that has independent thresholds for anti-spooﬁng and veriﬁcation tasks, resulting in trial acceptance only if its
scores pass both thresholds, and parallel fusion that combines both anti-spooﬁng
and veriﬁcation scores in a classiﬁer and outputs a score that requires only a singe
threshold. At this stage of development, it is important to avoid the over-ﬁtting of
this classiﬁer because this might compromise the security of the entire biometric
system even if stand-alone anti-spooﬁng and speaker veriﬁcation detectors function
properly. For this reason, simple classiﬁers, such as logistic regression [94], are preferred. A number of studies compared both fusion approaches [95,96]. In terms of a
false acceptance rate, cascaded fusion seems to outperform parallel fusion, whereas
metrics that take into account both false acceptance and false rejection errors yield
controversial results.
An alternative to score-level fusion is feature-level fusion, where a single classiﬁer
is designed and (or) trained in such a way as to be able to model both natural and
synthetic variabilities at the same time and to output a single score. In [2] and
II, the author studied several architectures of such classiﬁers and compared them
with a score-level logistic regression approach. The main motivation behind this
was to explore if it is possible to automatically ﬁnd and use certain dependencies
between speaker and spooﬁng factors of variation that are lost when we compress
a high-dimensional feature vector (or vectors) into a scalar score. The results in II
indicate that this in indeed a promising direction both in terms of performance and
generalization to unseen attacks.
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5

PERFORMANCE EVALUATION
The evaluation of detection systems, described in this dissertation, is statistical in
nature and was performed after processing a large number of trials. A trial is a combination of enrollment and test utterances. The processing of each trial via a system
results in a numerical score, which is a quantitative representation of hypotheses that
we want to accept or reject.

5.1

TWO-CLASS PROBLEMS

Binary tasks are those that test for only two hypotheses: the null hypothesis and
the alternative hypothesis. For example, in speaker veriﬁcation, the null hypothesis assumes that the same speaker spoke all trial utterances, whereas the alternative hypothesis assumes that enrollment and test utterances originate from different
speakers. In spooﬁng detection, the null hypothesis assumes that a trial utterance
belongs to natural speech, whereas the alternative hypothesis assumes that a trial
utterance belongs to artiﬁcial speech. Each score in a binary classiﬁcation task is
just a scalar value, usually in the form of a log-likelihood ratio (LLR) between the two
hypotheses. In this way, a zero score does not favor any of the hypotheses; larger
positive scores express increasing preference for the null hypothesis, and vice versa
for negative scores. In the end, this value has to be converted into a “hard” decision:
either a trial belongs to a class represented by a null hypothesis (we will call it a
target trial), or a class represented by an alternative hypothesis (we will call it an
imposture trial). This operation is done via thresholding and is subject to two kinds
of errors: false rejection, when a trial from a null hypothesis class was mistakenly
assigned to an alternative hypothesis class and false acceptance, when a trial from an
alternative hypothesis class was assigned to a null one. These two types of errors
are reversely dependent on each other and have to be taken into account together.
Both false rejection and false acceptance errors are possible outcomes of a particular trial. The aggregated values across all trials are known as the false rejection rate
(FRR) and false acceptance rate (FAR), sometimes known as miss and false alarm rates
respectively. They are computed as follows:
FRR(Stgt |θ ) =
FAR(Simp |θ ) =

1
∑ I( s < θ ),
|Stgt | s∈S
tgt

(5.1)

1
∑ I( s ≥ θ ) ,
|Simp | s∈S

(5.2)

imp

where Stgt and Simp are the sets of scores for target and imposture trials respectively, θ is a threshold to make “hard” decisions, I( ) is an indicator function, and | |
denotes the number of elements in a given set.
Some tasks, such as the joint speaker veriﬁcation and spooﬁng detection considered in II, might contain imposture trials of different natures: a typical evaluation
protocol contains both zero-effort imposture trials, where natural speech utterances
come from different speakers and spooﬁng impostor trials, where the test utterances

·

·
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contain deliberate spooﬁng. The corresponding FARs are computed exactly in the
same way (5.2) and are called the zero-effort false acceptance rate (FAR(Z)) and spoofing false acceptance rate (FAR(S)). If need be, a further granularization of the FAR(S)
could be achieved by splitting a spooﬁng trial set according to different attack types,
assuming such metadata are available.
Another measure used in this dissertation to evaluate a stand-alone countermeasure performance is the spooﬁng detection error (SDE), which measures the total error
rate of a system and was deﬁned in II as
SDE(Stgt , Simp |θ ) =

|Stgt |FRR(Stgt |θ ) + |Simp |FAR(Simp |θ )
.
|Stgt | + |Simp |

(5.3)

The evaluation measures described so far are all threshold-dependent ones. As
a result, they measure the discrimination and calibration abilities of a system [97].
The latter refers to the ability to set up good decision thresholds for a particular
application of a system, whereas the former refers to the ability to differentiate
target trials from impostor trials. These application-speciﬁc requirements might
not be known during the development stage. Therefore, it makes sense to focus
only on the discrimination abilities of a system during development. The most
common threshold-independent measure used in biometrics is the equal error rate
(EER), which is a value of FRR( |θ̂ ) for such θ̂ that FRR( |θ̂ ) = FAR( |θ̂ ). In practice,
because the FRR and FAR change in discrete steps, exact equality is not guaranteed
and interpolations, such as the receiver operating characteristic convex hull (ROCCHEER) method [98, 99], are recommended.
So far, we have treated false rejection and false acceptance errors as being equally
important (or equally dangerous) to the system, but for most biometric systems,
especially those that focus on security, this is clearly not true. A false acceptance
error, which in a security context means letting an intruder into the system, usually
has a higher penalty than a false rejection error does. One of the evaluation measures
that incorporate this knowledge together with the probabilities of both legitimate
and adversarial access attempts is a detection cost function (DCF):

·

·

·

DCF(Stgt , Simp |θ ) = Ctgt Ptgt FRR(Stgt |θ ) + Cimp (1 − Ptgt )FAR(Simp |θ ) ,

(5.4)

where Ctgt and Cimp are the costs of each types of error, and Ptgt is the prior probability of the legitimate access attempts. As discussed above, during the development
stage, we try not to focus too much on calibration of a system and hence use a
minimum of the DCF over all possible threshold values as an evaluation metric.

5.2

MULTI-CLASS PROBLEMS

In contrast to the binary tasks, we are required to check the whole set of hypotheses
in this case. Spoken language identiﬁcation is a typical example, where a different
hypothesis represents every valid language, with the possible addition of another
hypothesis that represents unknown languages. For such tasks, a score is a vector
of the dimensionality equal to the number of hypotheses in question. This change
affects in multiple ways the computation of the evaluation metrics. Some of them
now require normalization, such as the LLR or DCF. Meanwhile, others undergo
more profound modiﬁcations, such as the FAR, which now depends on two sets of
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class scores instead of just one set. 1 :
LLR(Ci |sn ) = log

(i )

sn
1
M

∑

j∈{1,...,M }
j  =i

FRR(Si |θ ) =

1
Si

sn ∈Si

FAR(Si , S j |θ ) =

1
Si

sn ∈Si

p(sn |C j )

,

(5.5)

∑

I{LLR(Ci |sn ) < θ },

(5.6)

∑

I{LLR(C j |sn )  θ } ,

(5.7)

where M is the number of valid classes: C1 , . . . , C M and a score vector of n-th trial,
(1)
( M)
sn = (sn , . . . , sn )T . Assuming that both types of errors have an equal cost and
that all classes have equal prior probabilities, we arrive at the following:
⎛
⎞
DCF(S1 , . . . , S M |θ ) =

M
⎟
1 ⎜
⎜∑ FRR(Si |θ ) + 1 ∑ FAR(Si , S j |θ )⎟ .
⎝
⎠
2M i=1
M−1
2

(5.8)

(i,j)∈{1,...,M}
i= j

In publication III, the author used a modiﬁed version of (5.8) as an objective function
during optimization. In particular, the indicator functions in equations (5.6)–(5.7)
were substituted with hinge functions to make the objective function piece-wise differentiable, and the result underwent a weak-sense auxiliary function [49] optimization
process.

1 https://www.nist.gov/sites/default/files/documents/2016/10/06/lre15_evalplan_v23.

pdf
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SUMMARY OF PUBLICATIONS AND RESULTS

Publications I and II focused on ASV, whereas publication III focused on language
recognition. Moreover, publication II addressed the problem of spoofed speech
detection in the context of ASV, proposing a back-end approach, where i-vectors
were used as input data and we represented artiﬁcial speech artifacts via a special
latent subspace.

Table 6.1: Summary of the speech corpora
Corpus

Description

I4U’12

Female subset of I4U dataset prepared for NIST SRE’12. It contains
578 training speakers with 21,216 segments, 459 test speakers that give
10,524 target trials and 6,061,824 non-target trials.
The corpus is based on the core task “1conv4w-1conv4w” of NIST’06.
It consists of telephony speech. The training set was modiﬁed via
the copy-synthesis approach to generate MCEP- and LPC-coded speech
without undergoing any speciﬁc VC technique. The test set comprises 2 VC techniques: joint-density Gaussian mixture model (JD-GMM)
method and a simpliﬁed unit selection (US) method. The training set
consists of 12,372 utterances of natural speech and their MCEP and
LPC modiﬁcations. There are: 3,946 genuine trials, 2,747 zero-effort
impostor trials, 2,747 MCEP- and LPC-based JD-GMM impostor trials,
and 2,747 FS impostor trials.
This is a multi-language corpus that contains 20 languages from 6 language clusters: Arabic, Chinese, English, Slavic, French, and Iberian. It
contains both conversational telephone speech and broadcast narrowband speech data. All our experiments with this corpus used a modiﬁed version of the development set, where long utterances were cut
into several smaller ones in addition to being used on their own. The
total amount of development and evaluation utterances, respectively,
are 168,791 and 164,334.
The corpus is based on data composed of LREs 96, 03, 05, 07, 09 and
11. It was developed to represent the LRE’15 corpus as closely as possible, but due to the lack of suitable data, it contains only 13 different
languages from the Arabic, Chinese, English, and Slavic language clusters. The development part contains 19,326 utterances and the evaluation part contains 13,947 utterances.

SRE’06

LRE’15

I2R Dev

Used in
publication
I

II

III

III
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6.1

SUMMARY OF PUBLICATIONS

In I, we reviewed and analyzed three variants of PLDA and their application to the
ASV task. We provided a uniﬁed formulation, equations, and implementations1 for
all three methods.
In II, we took a back-end approach to artiﬁcial speech detection, namely voice conversion (VC). One of the most desired and challenging properties of artiﬁcial speech
detectors is their robustness against unseen types of attacks. Hence, we focused on
generative models due to their innate ability to provide better generalization compared with discriminative models. Speciﬁcally, we modeled the synthesis-channel
subspace to perform speaker veriﬁcation and anti-spooﬁng jointly in the i-vector
space, which is a well-established technique for speaker modeling. The proposed
approach enabled us to integrate speaker veriﬁcation and anti-spooﬁng tasks into
a uniﬁed system without resorting to any late (score) fusion techniques. To validate the proposed approach, we studied both vocoder-matched and vocoder-mismatched
ASV and VC spooﬁng detection, using a subset of the NIST 2006 speaker recognition
evaluation (SRE) corpus processed through simple voice conversion techniques.
In III, we worked on a different task, language recognition, and proposed a
new method to boost discriminative capabilities of the PLDA model without losing
its generative advantages. We showed a sequential projection and training steps
leading to a classiﬁer that operates in the original i-vector space but is discriminatively trained in a low-dimensional PLDA latent subspace. To achieve this goal, we
used the extended Baum-Welch technique to optimize the model with respect to
two alternative objective functions for discriminative training. The ﬁrst one is the
well-known MMI objective, whereas the second one is a novel objective designed
to directly approximate the language detection cost deﬁned in the NIST LRE campaigns. We evaluated the performance using NIST LRE 2015 and the “Fantastic 4”
development dataset comprised of the utterances from previous LREs. The proposed approximation method of the cost function and PLDA subspace training are
applicable for a broad range of tasks.

6.2

SUMMARY OF RESULTS

In I, we compared the standard, simpliﬁed and two-covariance PLDA variants, and
analyzed them in terms of the predictive power they provide. Our experimental
results suggest that it is better to use the simplest possible model suited for the
particular application. We presented scalable training algorithms for all the three
models, including a publicly available implementation.
In II, we separately evaluated the accuracy of speaker veriﬁcation, the spoofing detector and the joint system. Concerning standalone speaker veriﬁcation, the
i-vector PLDA approach (EER = 0.81% for female and EER = 0.54% for male) outperformed the two other techniques at differentiating target and zero-effort impostor
trials. Under spooﬁng, however, its overall FAR increased by a factor of 28 for the
female subset and by a factor of 47 for the male subset, conﬁrming that i-vector
PLDA systems without countermeasures are highly vulnerable to voice conversion
attacks. Concerning the standalone spooﬁng detector, we found the cosine scoring of i-vectors and two-stage PLDA systems to be the most stable across different
conditions. Regarding the two types of attacks, linear predictive (LP) coded attacks
1 https://sites.google.com/site/fastplda/
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were easier to detect even in the mismatched case, whereas mel-cepstral (MCEP)
coded attacks were more challenging. Concerning the experiments on joint speaker
veriﬁcation and anti-spooﬁng, the new joint approach of modeling an additional
synthesis-channel subspace outperformed other considered methods and showed
promising generalization abilities to the unseen cases.
In III, training models in the low-dimensional PLDA latent subspace consistently
outperformed training them in a standard LDA space for all six language clusters.
The proposed technique yielded a 5% relative improvement for MMI optimization
and 9% for direct cost optimization. The combination of the PLDA latent subspace
and direct cost optimization led to a 9% relative improvement over the best generative system and a 10% relative improvement over our best discriminative system
reported earlier.
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7

CONCLUSION
This PhD dissertation work has addressed a number of basic research problems in
the domain of speaker and language recognition. The work involved the development of a new discriminative training method to improve upon state-of-the-art
language recognition, including a novel way to optimize the NIST LRE cost function. Additionally, it developed a new type of framework for automatic speaker
veriﬁcation with a built-in spooﬁng attack (speciﬁcally, voice conversion attacks)
resistance. The methods were extensively evaluated on standard NIST benchmark
tests using standardized evaluation measures and were compared with other competing state-of-the-art methods. In this concluding section, the author will not repeat
the ﬁndings that were summarized in the previous chapter. Instead, however, we
take a brief look at the limitations of the work in addition to looking into certain
future horizons.
The methods studied in this work are all based on factor analysis and hence
inherit its limitations, namely the need for carefully selected and preprocessed features, and the linearity of input-output mapping (that can be partially alleviated by
using mixtures of factor analysers [100]). The domination of factor analysis models
in the ﬁeld of speaker and language recognition for a decade shows, however, that
these constraints were not sufﬁcient for being a limiting factor. However, it is still
clear that the current trend is slowly shifting toward neural networks, much deeper
nonlinear models that can automatically learn suitable feature representations. Current state-of-the-art systems have very clever ways to integrate both approaches into
the same pipeline but, as the amount of knowledge and understanding of neural
network principles grows, neural networks might completely substitute factor analysis models.
The prospects of speaker anti-spooﬁng also look gloomy. The success of current
countermeasures could be explained by crude spooﬁng methods that try to mimic
only the most distinguishable characteristics of natural speech and leave behind
many easily identiﬁable artifacts in spoofed speech, such as the complete disregard
of phase information or the concatenation of independent waveform blocks. The
latest generation of speech synthesis methods, spearheaded by WaveNet [76], does
not seem to have such obvious ﬂaws. It is an open question as to how well current
and future countermeasures will be able to cope with it. The same could be said
about replay attacks because any replay attack is in essence a natural speech utterance that just undergoes an additional recording and playback stages. It is not clear
if it would be possible to tell a difference between natural speech recorded once
from the one recorded twice given a sufﬁciently high quality of recording and playback devices. A natural solution against playback attacks of such quality would be
a usage of new randomized phrases for each veriﬁcation attempt but this would not
sufﬁce against a more soﬁsticated attacks based on speech synthesis or voice conversion. In summary, the author envisions that the progress in spooﬁng methods
will eventually lead to the reduced applicability of speaker recognition technologies
in certain areas, especially as a unimodal veriﬁcation procedure without additional
security checks like verbal information veriﬁcation [101] which is a process of verifying
25

spoken utterances against the information stored in a given personal data proﬁle.
Similarly to the effects of generative adversarial learning [102] in deep learning, a further
arms race between spooﬁng and anti-spooﬁng solutions will probably lead to the
increased robustness and accuracy of stand-alone speaker recognition performance
in the areas that is likely to survive and thrive, such as diarization [103] or police
surveillance.
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A

ERRATA
In I, there is an error on page 4 stating that for the standard PLDA model to be
equivalent to the two-covariance model or the simpliﬁed PLDA model the following
equality should hold: M = D − 1. The correct equation is as follows:
√
1 + 2D − 8D + 1
M=
.
(A.1)
2
On the same page, the author of this thesis made a claim that the standard
PLDA is the most general one, without a precise deﬁnition of “generality”. By this
statement, the intention was to highlight that the two other models can be obtained
as special cases of the standard PLDA model. An alternative view would be that
the least constrained formulation is the most general which would point to the twocovariance model.
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ALEKSANDR SIZOV
This work contains three case studies that
developed and advanced methods for speaker
verification and language identification, with
a special emphasis on channel robustness
and the ability to withstand attempts of
unauthorized access to systems protected by
speaker verification, called spoofing.
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